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It is impossible to make 
anything foolproof because 
fools are so ingenious.



It is impossible to make 
anything hackerproof because 
hackers are so ingenious.



Tutorial Topics
a. Single-photon sources and the properties of light

b. Photo multiplier detectors

c. Single-photon avalanche detectors

d. Detector properties and definitions

e. Transition edge sensors

a. Single-photon nanowire detectors

f. Hack attacks
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Figure 11. Photon number probability distributions of four pulsed sources with mean photon number 𝜇 = 0.1. (a) 
Single-photon source with 𝑔( )[0] = 0. (b) Non-ideal single-photon source with 𝑔( )[0] = 0.1. (c) Coherent source, 

𝑔( )[0] = 1. (d) Thermal source, 𝑔( )[0] = 2. Note the log scale on the 𝑃(𝑛) axis. 
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The zero delay values of the temporal coherences are 𝑔( )(0) = 2 and 𝑔( ) 0⃗ = 𝑚!. Thus a 
thermal source is both bunched, since the zero-delay values of the coherences are higher than the 
values at non-zero delays, and super-Poissonian, since those values are greater than one. 

 

Figure 10. Photon number probability distributions of four pulsed sources, each with a mean photon number 𝜇 = 1. 
(a) Ideal single-photon source, 𝑔( )[0] = 0. (b) Non-ideal single-photon source, 𝑔( )[0] = 0.1. (c) Coherent source, 

𝑔( )[0] = 1. (d) Thermal source, 𝑔( )[0] = 2. 

In practice, a true thermal source is difficult to implement and characterize experimentally, 
because coherence times of thermal sources are typically much shorter than the temporal 
resolution of single-photon detectors. As a substitute, one can make a pseudo-thermal source by 
scattering a CW laser off a time-dependent scattering medium, such as a rotating wheel of 
ground glass [Arecchi]. The resulting time-dependent speckle pattern is then sampled in the far 
field over an area small compared to the mean speckle size. The effective coherence time of the 
source can then be modified by adjusting the speed at which the scattering medium changes. In 
the case of a rotating wheel of ground glass, this is accomplished by adjusting the rotation speed. 

A thermal or pseudo-thermal source is sometimes referred to as a chaotic source, although it 
is chaotic only in the sense that it appears random, and has nothing to do with chaos theory. The 
bunching exhibited by a thermal source can be fully explained as intensity fluctuations of a 
classical electromagnetic field [Loudon].  
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Thermal State
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The zero delay values of the temporal coherences are 𝑔( )(0) = 2 and 𝑔( ) 0⃗ = 𝑚!. Thus a 
thermal source is both bunched, since the zero-delay values of the coherences are higher than the 
values at non-zero delays, and super-Poissonian, since those values are greater than one. 

 

Figure 10. Photon number probability distributions of four pulsed sources, each with a mean photon number 𝜇 = 1. 
(a) Ideal single-photon source, 𝑔( )[0] = 0. (b) Non-ideal single-photon source, 𝑔( )[0] = 0.1. (c) Coherent source, 

𝑔( )[0] = 1. (d) Thermal source, 𝑔( )[0] = 2. 

In practice, a true thermal source is difficult to implement and characterize experimentally, 
because coherence times of thermal sources are typically much shorter than the temporal 
resolution of single-photon detectors. As a substitute, one can make a pseudo-thermal source by 
scattering a CW laser off a time-dependent scattering medium, such as a rotating wheel of 
ground glass [Arecchi]. The resulting time-dependent speckle pattern is then sampled in the far 
field over an area small compared to the mean speckle size. The effective coherence time of the 
source can then be modified by adjusting the speed at which the scattering medium changes. In 
the case of a rotating wheel of ground glass, this is accomplished by adjusting the rotation speed. 

A thermal or pseudo-thermal source is sometimes referred to as a chaotic source, although it 
is chaotic only in the sense that it appears random, and has nothing to do with chaos theory. The 
bunching exhibited by a thermal source can be fully explained as intensity fluctuations of a 
classical electromagnetic field [Loudon].  
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Photon bunching is directly related to the boson sampling 
problem by Scott Aaronson and Alex Arkhipov



Hanburry Brown and Twiss 
Interferometer Start clock

Stop clock50:50 
beamsplitter

18 
 Stevens, Chapter 2 draft, v.2.0, 5July2013 

does not necessarily imply that 𝑔( )(0) = 1. Most thermal sources, for example, have coherence 
times far too short (<< 1 ps) for the consequent bunching to be resolved in a typical 𝛾( )(𝜏) 
measurement. 

Most single-photon source approximations exhibit both antibunching and sub-Poissonian 
photon statistics. However, an antibunched source does not necessarily have sub-Poissonian 
photon statistics [Mandel, Zou1990]. One example is a source that exhibits   “blinking”   and  
displays antibunching on very short time scales, with bunching on longer time scales 
[Beveratos2002]; an illustrative example of this is plotted in Figure 7(b). This highlights the 
importance of correctly normalizing 𝛾( )(𝜏): if such a source is bunched over a much longer 
time scale than the antibunching (so that the bunching peak looks flat over the measured delay 
range), then a source may appear to have sub-Poissonian statistics when in fact  𝑔( )(𝜏) > 1. 

 Likewise, sub-Poissonian photon statistics do not necessarily imply that a source will be 
antibunched, although this requires a light source that would be difficult to implement in a 
practical setting [Mandel, Zou1990]. 

 
Figure 7. (a) Plot showing the relationships among bunching, antibunching, sub-, super- and Poissonian photon 

statistics. Plotted are three ideal sources: a chaotic, thermal-like source (solid black curve), a coherent source (dotted 
black curve) and a single-photon source (solid gray curve). c is the coherence time of the bunched and antibunched 
sources. (b) Illustration of how a source could be antibunched without exhibiting sub-Poissonian photon statistics. 

2.2.11 High-order coherences 
In some cases, it may be relevant to measure coherences higher than second order, given that 

in principle, one needs to know all orders to fully reconstruct the density matrix [Glauber]. The 
third-order coherence for a single-mode stationary source can be written: 

 
𝑔( )(𝜏 , 𝜏 ) =

〈𝑎 (𝑡)𝑎 (𝑡 + 𝜏 )𝑎 (𝑡 + 𝜏 )𝑎(𝑡 + 𝜏 )𝑎(𝑡 + 𝜏 )𝑎(𝑡)〉
〈𝑎 (𝑡)𝑎(𝑡)〉

 (2.75)  

For a pulsed source, we can write a discrete version for the zero-delay value in terms of the 
density matrix: 

 
𝑔( )[0,0] =

Tr{𝜌𝑛(𝑛 − 1)(𝑛 − 2)}
(Tr{𝜌𝑛})

. (2.76)  

In terms of photon probabilities, this is 
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Properties of an ideal photon detector

• Detects all the incident light
• Insensitive to wavelength
• No noise
• Insensitive to polarization
• Can resolve the number of photons hitting it
• Good timing information (jitter)

http://www.dancingphysicist.com/spdcalc
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Photon number resolution: can the detector distinguish the 
number of photons hitting it.
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Energy-resolving detectors 
An energy-resolving detector is one whose output electrical pulse height (or area) is directly 

proportional to the energy of each absorbed photon. A notable example is the transition edge 
sensor (TES) discussed in Chapter 6. The pulse height distribution, when plotted with photon 
energy on the x-axis, can be used to determine the energy resolution, ∆𝐸, which is the full-width-
at-half-maximum (FWHM) of each peak in the distribution. For some detectors, the energy 
resolution depends on either photon energy or photon number; if so, ∆𝐸(ℏ𝜔) or ∆𝐸(𝑛) should 
be specified or plotted. 

 

Figure 14. Simulated pulse energy distributions for an ideal energy-resolving detector, assuming Gaussian 
distributions for each photon number peak. Gray lines are individual photon number peaks and black lines are the 
sum of all the individual peaks. (a)-(c) Simulated histograms for a photon energy ℏ𝜔 = 1  eV for three different 

energy resolutions: (a) ∆𝐸 = 0.2  eV, (b) ∆𝐸 = 0.45  eV, (c) ∆𝐸 = 1  eV = ℏ𝜔. (d) Simulation for ∆𝐸 = 1  eV, which 
is the same energy resolution as in (c), but with a higher photon energy of ℏ𝜔 = 2.2  eV. In these simulations, ∆𝐸 

does not depend of energy or photon number. 

However, ∆𝐸 conatins somewhat   limited   information   about   a   detector’s   ability to resolve 
photon number. In many applications, the most relevant quantity is the probability that detection 
events are associated with the wrong photon number. Unfortunately, it is generally not possible 
to independently measure the distributions for each individual photon number. Instead, a source 
such as an attenuated laser pulse with a Poisson photon distribution is typically used, and all the 

Good Not Good

“Click” detectors: Can only tell the difference between the 
presence of photons and no photons.



Using multiple “click” detectors to obtain number 
resolution



Photoelectric Effect

V

e�

~!



http://www.youtube.com/watch?v=5JCm5FY-dEY

http://www.youtube.com/watch?v=5JCm5FY-dEY
http://www.youtube.com/watch?v=5JCm5FY-dEY


Photomultiplier tubes

071101-11 Eisaman et al. Rev. Sci. Instrum. 82, 071101 (2011)
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FIG. 6. (Color online) A photomultiplier, the first detector able to sense a sin-
gle optical photon, is shown schematically with a transmissive photocathode
and just 3 dynodes. The photocathode may be designed to have the photo-
electrons emitted from its front or back surface and typically 10 dynodes are
used.

include their reliance on vacuum tube technology which lim-
its their lifetime, reliability, and scalability.

2. Single-photon avalanche photodiode

The SPAD (Fig. 7) uses a similar process to the PMT,
but the initial photon absorption creates an electron-hole pair
and the charge multiplication is continuous, with a voltage ap-
plied across a semiconductor lattice rather than between dis-
crete dynodes suspended in vacuum. SPADs are typically run
in what is referred to as “Geiger-mode,” where a bias voltage
greater than the diode’s breakdown voltage is applied. Thus
when a charge is generated by an incoming photon, the charge
multiplication (or avalanche) proceeds until it saturates at a
current typically limited by an external circuit, and that cur-
rent is self-sustaining. The saturated avalanche current must
be terminated by lowering the bias voltage below the break-
down voltage before the SPAD can respond to a subsequent
incoming optical pulse. This saturation means that gain in
Geiger mode is not a useful concept. Geiger-mode SPADs can
have detection efficiencies higher than PMTs, up to 85% (for
Si SPADs in the visible), although SPAD dark-count rates and
timing jitter are somewhat higher than the best PMTs and for
IR SPADs, efficiencies are in the 10% to 20% range with dark-
count rates much higher than PMTs.247, 250 To reduce dark-
count rates, SPADs are typically cooled with thermoelectric
coolers to temperatures of 210 K to 250 K.

In addition, the SPAD gain medium typically has trap
sites that must be allowed time to depopulate after an

FIG. 7. (Color) A single-photon avalanche photodiode is shown with distinct
regions for the photo-absorption and carrier multiplication processes. The
voltage is applied to accelerate the electrons toward the multiplication region.
A front-illuminated geometry with an antireflection (AR) coating to improve
efficiency is illustrated, but back-illuminated designs are also used.

avalanche has occurred and before the bias voltage can be
restored. If those sites are not allowed to depopulate, a sec-
ond avalanche can be initiated by carriers released from traps
rather than from a new photon. This “afterpulsing” effect ne-
cessitates additional waiting time after a pulse before rebias-
ing the device. As a result, SPAD dead times can range from
tens of nanoseconds to 10 µs. This is a particular problem for
SPADs designed for IR sensitivity.

There are a number of schemes focused on these issues to
reduce dead time or its effect,285 to reduce afterpulsing (e.g.,
by detection multiplexing to maximize the time recovery be-
tween firings of a single detector285 and by self-differencing
of adjacent pulses to reduce avalanche currents and out-
put transients relative to the avalanche signal of interest249),
to improve IR performance, and to realize some photon-
number-resolution capability. Efforts toward photon-number-
resolution are discussed in Sec. III C. Some design techniques
can result in very low time-jitter detectors. These usually in-
volve thinner absorption regions so there can be a tradeoff
between detection efficiency and timing jitter, although there
is an effort to regain some efficiency by using cavity enhance-
ment around the thinner absorber.278 An in-depth look at the
details of this type of tradeoff can be found in Ref. 313 and a
commercial example of this tradeoff can be seen in Ref. 275.

While all commercial SPADs operate in Geiger-mode,
there are efforts to develop linear-mode operation for pho-
ton counting. This would have the advantages of having an
output that is proportional to the number of incident photons,
yielding photon-number resolution, lower afterpulsing due to
lower current flow and less trap filling, and reduced dead time.
The smaller current pulses generated in the linear mode re-
quire long measurement times to reduce the readout noise and
thus in one recent demonstration a 56% detection efficiency
and 0.0008 /s dark-count rate was achieved, but at a 10 kHz
maximum repetition rate.277 While these linear devices can in
principle provide photon-number resolution, the noise on the
gain and the smaller signals involved can broaden the output
current pulse amplitudes so much that pulses due to differ-
ent numbers of incident photons cannot be resolved. We are
unaware of any demonstrated number resolution of these de-
vices.

Having just described PMT and SPAD detectors, we note
that there is a detector that is essentially a hybrid between the
two. It consists of a photocathode and electron impact multi-
plication stage in vacuum providing gain ≈103 followed by an
avalanche diode multiplication region for a total gain above
104. This arrangement allows for a photocathode optimized
for a particularly difficult wavelength for photon counting de-
tectors, 1060 nm, with efficiency of 30% and a low dark-count
rate of 30 000 counts/s.281, 282

3. Quantum-dot field-effect transistor-based detector

A quantum dot in conjunction with a field-effect
transistor (FET) has been reported to offer single-photon
sensitivity in the near IR. This detector design, sometimes
referred to as a QDOGFET,265, 307, 308 consists of an opti-
cal absorber with a thin layer of quantum dots between

Downloaded 10 Jul 2013 to 132.163.81.231. This article is copyrighted as indicated in the abstract. Reuse of AIP content is subject to the terms at: http://rsi.aip.org/about/rights_and_permissions

Eisaman et al., Rev. Sci. Instrum. 82, 071101 (2011); 
doi: 10.1063/1.3610677
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Photomultiplier tubes

H. Iams and B. Salzberg, Proc. IRE 23, 55 (1935)
V. Zworykin, G. Morton, and L. Malter, Proc. IRE 24, 351 (1935).
L. A. Kubetsky, Proc. Inst. Radio Eng. 254, 421 (1937).
J. S. Allen, Phys. Rev. 55, 966–971 (1939).

374 Zworykin, Morton, and Malter: Secondary Emis8ion Multiplier

in particular pickup from sound film, facsimile, automatic door con-
trol, alarm systems, automatic sorting machines, etc.

Although at present the most important application of the second-
ary emission multiplier is as a phototube it has a number of other
applications which may become increasingly important. In general,
these multipliers can be used in connection with any device where the
signal to be amplified is generated in the form of an electron current.
This use includes types of electron commutator tubes such as are used
for high speed switching, secret sound systems, and frequency multi-

Fig. 18

pliers. One use in particular should be mentioned; that is, the applica-
tion of the multiplier to the "iconoscope." For this purpose, an electro-
static multiplier is found to be the most satisfactory in that it avoids
the use of a magnetic field which interacts detrimentally with the low
velocity electrons in the tube. A multiplier used in this way serves not
only as a very efficient means of coupling the tube to the television
terminal equipment, but also replaces part or all of the picture ampli-
fier.

As a voltage-controlled amplifier, the device does not lend itself so
readily. This is because, in general, to couple the input of a voltage-
controlled amplifier to its external circuit, it is necessary to use some
form of coupling impedance and this, as in the case of a conventional
thermionic amplifier, will limit the signal-to-noise ratio obtainable.

372 Zworykin, Morton, and Malter: Secondary Emission MuUiplier

quite satisfactory from the standpoint of focus. However, the fieJd at
each target drawing away the secondary electrons is rather weak and
the multiplier becomes space-charge limited at rather small current
values. Further, the emitting spot on the initial cathode must be small
if accurate focus is to be maintained.

FlRs
-T%RcGfT

SECONO

Fig. 15-T type multiplier.

A second type of multiplier has been designed which does not de-
pend upon so sharp a focus and which has a higher collecting field at
the targets. This is the T type multiplier which is shown in Fig. 15.
This multiplier is built so that the cylindrical exits from the targets
are as short as possible and yet long enough so that electrons entering

Fig. 16

through the stem of the T will not be deflected sufficiently by the field
from the succeeding electrode to miss the target. The targets are
formed by sensitizing the whole inside of the cylindrical crossarm of
the T. Even with this arrangement, where currents of the order of a
milliampere are to be used, it is necessary to operate the multiplier at a

368 Zworykin, Morton, and Malter: Secondary Emission Multiplier

each upper electrode is connected to the next succeeding lower target.
Since the first few targets draw almost no current, their potential

can be supplied very satisfactorily from a voltage divider or bleeder.
In order to decrease further the number of leads in a multiplier employ-
ing many stages, it has been found practicable to incorporate the
bleeder for the initial stages inside the tube. Resistors for this purpose
must be able to withstand the evacuating, baking, and activating
processes involved in the tube construction. In the case of the tube
shown in Fig. 9, the first five stages are supplied from an internal di-
vider. The remaining stages may be supplied from an external bleeder.
However, for the sake of economy in power required for operation, it
may be well to supply the output stage and the last few targets from

! ~~~~~~~~~~~~~~~~~SCREEN
gt- - - + ~~~~~~~~~~~~~~~~~~~~~~~~~PLA%TE

INTEZN'IL RESISTORS

Fig. 9

a separate voltage supply, as the target currents may become quite
high. In Fig. 9, the output is supplied from a separate source, the other
stages being supplied from resistance voltage dividers.

It has been found possible to operate the device with alternating
voltages on the electrodes. The operation will, of course, occur over
only a portion of each cycle. The frequency of the applied alternating
current must exceed the highest frequency which the multiplier is to
transmit.

As a means of supplying the requisite magnetic field, permanent
magnets have been found to be very satisfactory. These are superior
to electromagnets from the standpoint of size and the fact that no
external power is required.

In Fig. 10 is shown the effect of varying the magnetic field, while
Fig. 11 is a similar curve for the effect of the over-all voltage. Both
of these curves exhibit secondary maxima as well as the major peak.
The secondary maxima are caused by more complex electron paths
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Single-Photon Avalanche 
Diodes (SPAD)

071101-11 Eisaman et al. Rev. Sci. Instrum. 82, 071101 (2011)
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FIG. 6. (Color online) A photomultiplier, the first detector able to sense a sin-
gle optical photon, is shown schematically with a transmissive photocathode
and just 3 dynodes. The photocathode may be designed to have the photo-
electrons emitted from its front or back surface and typically 10 dynodes are
used.

include their reliance on vacuum tube technology which lim-
its their lifetime, reliability, and scalability.

2. Single-photon avalanche photodiode

The SPAD (Fig. 7) uses a similar process to the PMT,
but the initial photon absorption creates an electron-hole pair
and the charge multiplication is continuous, with a voltage ap-
plied across a semiconductor lattice rather than between dis-
crete dynodes suspended in vacuum. SPADs are typically run
in what is referred to as “Geiger-mode,” where a bias voltage
greater than the diode’s breakdown voltage is applied. Thus
when a charge is generated by an incoming photon, the charge
multiplication (or avalanche) proceeds until it saturates at a
current typically limited by an external circuit, and that cur-
rent is self-sustaining. The saturated avalanche current must
be terminated by lowering the bias voltage below the break-
down voltage before the SPAD can respond to a subsequent
incoming optical pulse. This saturation means that gain in
Geiger mode is not a useful concept. Geiger-mode SPADs can
have detection efficiencies higher than PMTs, up to 85% (for
Si SPADs in the visible), although SPAD dark-count rates and
timing jitter are somewhat higher than the best PMTs and for
IR SPADs, efficiencies are in the 10% to 20% range with dark-
count rates much higher than PMTs.247, 250 To reduce dark-
count rates, SPADs are typically cooled with thermoelectric
coolers to temperatures of 210 K to 250 K.

In addition, the SPAD gain medium typically has trap
sites that must be allowed time to depopulate after an

FIG. 7. (Color) A single-photon avalanche photodiode is shown with distinct
regions for the photo-absorption and carrier multiplication processes. The
voltage is applied to accelerate the electrons toward the multiplication region.
A front-illuminated geometry with an antireflection (AR) coating to improve
efficiency is illustrated, but back-illuminated designs are also used.

avalanche has occurred and before the bias voltage can be
restored. If those sites are not allowed to depopulate, a sec-
ond avalanche can be initiated by carriers released from traps
rather than from a new photon. This “afterpulsing” effect ne-
cessitates additional waiting time after a pulse before rebias-
ing the device. As a result, SPAD dead times can range from
tens of nanoseconds to 10 µs. This is a particular problem for
SPADs designed for IR sensitivity.

There are a number of schemes focused on these issues to
reduce dead time or its effect,285 to reduce afterpulsing (e.g.,
by detection multiplexing to maximize the time recovery be-
tween firings of a single detector285 and by self-differencing
of adjacent pulses to reduce avalanche currents and out-
put transients relative to the avalanche signal of interest249),
to improve IR performance, and to realize some photon-
number-resolution capability. Efforts toward photon-number-
resolution are discussed in Sec. III C. Some design techniques
can result in very low time-jitter detectors. These usually in-
volve thinner absorption regions so there can be a tradeoff
between detection efficiency and timing jitter, although there
is an effort to regain some efficiency by using cavity enhance-
ment around the thinner absorber.278 An in-depth look at the
details of this type of tradeoff can be found in Ref. 313 and a
commercial example of this tradeoff can be seen in Ref. 275.

While all commercial SPADs operate in Geiger-mode,
there are efforts to develop linear-mode operation for pho-
ton counting. This would have the advantages of having an
output that is proportional to the number of incident photons,
yielding photon-number resolution, lower afterpulsing due to
lower current flow and less trap filling, and reduced dead time.
The smaller current pulses generated in the linear mode re-
quire long measurement times to reduce the readout noise and
thus in one recent demonstration a 56% detection efficiency
and 0.0008 /s dark-count rate was achieved, but at a 10 kHz
maximum repetition rate.277 While these linear devices can in
principle provide photon-number resolution, the noise on the
gain and the smaller signals involved can broaden the output
current pulse amplitudes so much that pulses due to differ-
ent numbers of incident photons cannot be resolved. We are
unaware of any demonstrated number resolution of these de-
vices.

Having just described PMT and SPAD detectors, we note
that there is a detector that is essentially a hybrid between the
two. It consists of a photocathode and electron impact multi-
plication stage in vacuum providing gain ≈103 followed by an
avalanche diode multiplication region for a total gain above
104. This arrangement allows for a photocathode optimized
for a particularly difficult wavelength for photon counting de-
tectors, 1060 nm, with efficiency of 30% and a low dark-count
rate of 30 000 counts/s.281, 282

3. Quantum-dot field-effect transistor-based detector

A quantum dot in conjunction with a field-effect
transistor (FET) has been reported to offer single-photon
sensitivity in the near IR. This detector design, sometimes
referred to as a QDOGFET,265, 307, 308 consists of an opti-
cal absorber with a thin layer of quantum dots between
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FIG. 6. (Color online) A photomultiplier, the first detector able to sense a sin-
gle optical photon, is shown schematically with a transmissive photocathode
and just 3 dynodes. The photocathode may be designed to have the photo-
electrons emitted from its front or back surface and typically 10 dynodes are
used.

include their reliance on vacuum tube technology which lim-
its their lifetime, reliability, and scalability.

2. Single-photon avalanche photodiode

The SPAD (Fig. 7) uses a similar process to the PMT,
but the initial photon absorption creates an electron-hole pair
and the charge multiplication is continuous, with a voltage ap-
plied across a semiconductor lattice rather than between dis-
crete dynodes suspended in vacuum. SPADs are typically run
in what is referred to as “Geiger-mode,” where a bias voltage
greater than the diode’s breakdown voltage is applied. Thus
when a charge is generated by an incoming photon, the charge
multiplication (or avalanche) proceeds until it saturates at a
current typically limited by an external circuit, and that cur-
rent is self-sustaining. The saturated avalanche current must
be terminated by lowering the bias voltage below the break-
down voltage before the SPAD can respond to a subsequent
incoming optical pulse. This saturation means that gain in
Geiger mode is not a useful concept. Geiger-mode SPADs can
have detection efficiencies higher than PMTs, up to 85% (for
Si SPADs in the visible), although SPAD dark-count rates and
timing jitter are somewhat higher than the best PMTs and for
IR SPADs, efficiencies are in the 10% to 20% range with dark-
count rates much higher than PMTs.247, 250 To reduce dark-
count rates, SPADs are typically cooled with thermoelectric
coolers to temperatures of 210 K to 250 K.

In addition, the SPAD gain medium typically has trap
sites that must be allowed time to depopulate after an

FIG. 7. (Color) A single-photon avalanche photodiode is shown with distinct
regions for the photo-absorption and carrier multiplication processes. The
voltage is applied to accelerate the electrons toward the multiplication region.
A front-illuminated geometry with an antireflection (AR) coating to improve
efficiency is illustrated, but back-illuminated designs are also used.

avalanche has occurred and before the bias voltage can be
restored. If those sites are not allowed to depopulate, a sec-
ond avalanche can be initiated by carriers released from traps
rather than from a new photon. This “afterpulsing” effect ne-
cessitates additional waiting time after a pulse before rebias-
ing the device. As a result, SPAD dead times can range from
tens of nanoseconds to 10 µs. This is a particular problem for
SPADs designed for IR sensitivity.

There are a number of schemes focused on these issues to
reduce dead time or its effect,285 to reduce afterpulsing (e.g.,
by detection multiplexing to maximize the time recovery be-
tween firings of a single detector285 and by self-differencing
of adjacent pulses to reduce avalanche currents and out-
put transients relative to the avalanche signal of interest249),
to improve IR performance, and to realize some photon-
number-resolution capability. Efforts toward photon-number-
resolution are discussed in Sec. III C. Some design techniques
can result in very low time-jitter detectors. These usually in-
volve thinner absorption regions so there can be a tradeoff
between detection efficiency and timing jitter, although there
is an effort to regain some efficiency by using cavity enhance-
ment around the thinner absorber.278 An in-depth look at the
details of this type of tradeoff can be found in Ref. 313 and a
commercial example of this tradeoff can be seen in Ref. 275.

While all commercial SPADs operate in Geiger-mode,
there are efforts to develop linear-mode operation for pho-
ton counting. This would have the advantages of having an
output that is proportional to the number of incident photons,
yielding photon-number resolution, lower afterpulsing due to
lower current flow and less trap filling, and reduced dead time.
The smaller current pulses generated in the linear mode re-
quire long measurement times to reduce the readout noise and
thus in one recent demonstration a 56% detection efficiency
and 0.0008 /s dark-count rate was achieved, but at a 10 kHz
maximum repetition rate.277 While these linear devices can in
principle provide photon-number resolution, the noise on the
gain and the smaller signals involved can broaden the output
current pulse amplitudes so much that pulses due to differ-
ent numbers of incident photons cannot be resolved. We are
unaware of any demonstrated number resolution of these de-
vices.

Having just described PMT and SPAD detectors, we note
that there is a detector that is essentially a hybrid between the
two. It consists of a photocathode and electron impact multi-
plication stage in vacuum providing gain ≈103 followed by an
avalanche diode multiplication region for a total gain above
104. This arrangement allows for a photocathode optimized
for a particularly difficult wavelength for photon counting de-
tectors, 1060 nm, with efficiency of 30% and a low dark-count
rate of 30 000 counts/s.281, 282

3. Quantum-dot field-effect transistor-based detector

A quantum dot in conjunction with a field-effect
transistor (FET) has been reported to offer single-photon
sensitivity in the near IR. This detector design, sometimes
referred to as a QDOGFET,265, 307, 308 consists of an opti-
cal absorber with a thin layer of quantum dots between
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Efficiency: probability that a photon will be detected.
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OUTPUT CONNECTOR 
The digital OUTPUT pulse (BNC connector, TTL levels, >2.0v) should be terminated into a 50 ohm load 
to avoid distortion and ringing. A 1.0 volt triggering level is recommended on counters and oscilloscopes 
to avoid triggering on noise. Note that TTL stands for Transistor Transistor Logic. 
 
GATE CONNECTOR 
The GATE input (BNC connector) impedance is 50 ohms and internally connected to the +5 volt supply 
through a pull-up resistor (standard module versions). It can be driven by standard TTL level signals.  
 
POWER CONNECTOR 
The +5volt power connector is a standard barrel connector (2.5mm I.D., 5.5mm O.D.) with an 18 AWG 
cable. The center stripe corresponds to the center of the barrel and connects to the positive terminal of 
the 5 volt supply. Reversal of the wires may damage the module. 
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Timing latency: how long it takes from the photon being 
absorbed until the electrical pulse can be measured.
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often characterized as the time required for the electrical output signal to rise from 10% to 90% 
of its maximum value. 

  
Figure 15. Illustration of definitions of timing latency, tlatency, and rise time, rise. 

2.3.5 Timing jitter 
Timing jitter is a measure of the pulse-to-pulse variation in tlatency, and is generally 

determined by characterizing the instrument response function (IRF) of a detector [Becker]. A 
typical measurement scheme is shown in Figure 16. A very short optical pulse from a laser is 
split at a beamsplitter. One beamsplitter output—comprising a large, classical signal—is incident 
on a conventional fast photodiode. The other output of the beamsplitter is heavily attenuated 
before impinging on the single-photon detector. The timing electronics record a histogram of 
start-stop time delays that is proportional to the IRF. 

 
Figure 16. Typical setup for measuring a single-photon  detector’s  instrument  response  function,  which  can  be  used  
to determine 𝜏 . The timing electronics here are operated in forward start-stop mode, where the fast photodiode 
(or alternatively the laser clock output if available) starts a timer, and the signal from single-photon detector stops 

the timer. For practical reasons, timing electronics are sometimes operated in reverse start-stop mode [Becker], 
where the single-photon detector starts the timer and the conventional fast photodiode stops it; this results in a time-

reversed histogram, but will give the same value for 𝜏 . 

The IRF measured using such a scheme will in general contain jitter contributions from 
several components, including the fast photodiode, the single-photon detector, and the timing 
electronics. The IRF may also be broadened due to the finite duration of the laser pulse. Ultrafast 
lasers with pulse durations < 1 ps and low-jitter (< 1 ps) conventional fast photodiodes are 
readily available; if these are used, the jitter is then largely dominated by contributions from the 
single-photon detector and the timing electronics, both of which are almost always greater than 
~20 ps FWHM, as discussed in Chapter 1. In some cases, it may be possible to deconvolve the 
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Jitter: variation in the detection time of a detector.
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various contributions to the IRF to estimate the jitter of the single-photon detector alone, but 
deconvolution should be performed with due care. 
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Figure 17. Example instrument response function illustrating the definitions of 𝜏  and 𝜏( %) . For this device, 

𝜏  is ~40 ps and 𝜏( %)  is ~790 ps. (Adapted from [Stevens2006].) 

Figure 17 shows a measured IRF of a silicon single-photon avalanche diode, illustrating the 
definition of timing jitter, 𝜏 , which is the FWHM of the IRF. One can also specify 𝜏( %) , 
which is the full-width at 1% of maximum of the IRF. For single-photon avalanche diodes, 
𝜏( %) is often significantly larger that the FWHM, and is relevant when the signals of interest 
may arrive at a comparable time scale, such as in the case of quantum communications at GHz 
rates. 

In some cases, the timing performance of a detector can depend on the detected count rate. In 
SPADs, for example, both jitter and latency have been shown to vary significantly for count rates 
above ~1 MHz [Rech2006]. Pile-up may also affect a jitter measurement. Pile-up occurs when 
the timing electronics only record the first photon from an optical pulse, and are unable (during 
the dead time of the detector and/or electronics) to record a second or third photon from that 
same pulse [Becker]. This will generally lead to an underestimate of the timing jitter. Careful 
measurement of jitter typically requires attenuating the optical pulse so that the detected count 
rate of the detector is much lower than the repetition rate of the laser. One can also test whether 
pile-up has affected a jitter measurement by observing whether 𝜏  is a function of the single-
photon detection rate by decreasing the incident photon flux. Because of the potential for pile-up, 
and because it is important to know the effective timing jitter in a given measurement, the count 
rate and pump repetition rate (or the fraction of pump pulses in which a photon is detected), 
should accompany reported jitter measurements. 

The timing jitter of detectors with partial or full number resolving capability may depend on 
the number of photons detected, so timing jitter may be specified separately for 1-photon events, 
2-photon events, and so on. 

2.3.6 Dead time, reset time and recovery time 
The dead time, tdead, is the duration of time, beginning at the start of a detection event, during 

which a detection system is incapable of producing an output electrical signal in response to 
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FIG. 6. (Color online) A photomultiplier, the first detector able to sense a sin-
gle optical photon, is shown schematically with a transmissive photocathode
and just 3 dynodes. The photocathode may be designed to have the photo-
electrons emitted from its front or back surface and typically 10 dynodes are
used.

include their reliance on vacuum tube technology which lim-
its their lifetime, reliability, and scalability.

2. Single-photon avalanche photodiode

The SPAD (Fig. 7) uses a similar process to the PMT,
but the initial photon absorption creates an electron-hole pair
and the charge multiplication is continuous, with a voltage ap-
plied across a semiconductor lattice rather than between dis-
crete dynodes suspended in vacuum. SPADs are typically run
in what is referred to as “Geiger-mode,” where a bias voltage
greater than the diode’s breakdown voltage is applied. Thus
when a charge is generated by an incoming photon, the charge
multiplication (or avalanche) proceeds until it saturates at a
current typically limited by an external circuit, and that cur-
rent is self-sustaining. The saturated avalanche current must
be terminated by lowering the bias voltage below the break-
down voltage before the SPAD can respond to a subsequent
incoming optical pulse. This saturation means that gain in
Geiger mode is not a useful concept. Geiger-mode SPADs can
have detection efficiencies higher than PMTs, up to 85% (for
Si SPADs in the visible), although SPAD dark-count rates and
timing jitter are somewhat higher than the best PMTs and for
IR SPADs, efficiencies are in the 10% to 20% range with dark-
count rates much higher than PMTs.247, 250 To reduce dark-
count rates, SPADs are typically cooled with thermoelectric
coolers to temperatures of 210 K to 250 K.

In addition, the SPAD gain medium typically has trap
sites that must be allowed time to depopulate after an

FIG. 7. (Color) A single-photon avalanche photodiode is shown with distinct
regions for the photo-absorption and carrier multiplication processes. The
voltage is applied to accelerate the electrons toward the multiplication region.
A front-illuminated geometry with an antireflection (AR) coating to improve
efficiency is illustrated, but back-illuminated designs are also used.

avalanche has occurred and before the bias voltage can be
restored. If those sites are not allowed to depopulate, a sec-
ond avalanche can be initiated by carriers released from traps
rather than from a new photon. This “afterpulsing” effect ne-
cessitates additional waiting time after a pulse before rebias-
ing the device. As a result, SPAD dead times can range from
tens of nanoseconds to 10 µs. This is a particular problem for
SPADs designed for IR sensitivity.

There are a number of schemes focused on these issues to
reduce dead time or its effect,285 to reduce afterpulsing (e.g.,
by detection multiplexing to maximize the time recovery be-
tween firings of a single detector285 and by self-differencing
of adjacent pulses to reduce avalanche currents and out-
put transients relative to the avalanche signal of interest249),
to improve IR performance, and to realize some photon-
number-resolution capability. Efforts toward photon-number-
resolution are discussed in Sec. III C. Some design techniques
can result in very low time-jitter detectors. These usually in-
volve thinner absorption regions so there can be a tradeoff
between detection efficiency and timing jitter, although there
is an effort to regain some efficiency by using cavity enhance-
ment around the thinner absorber.278 An in-depth look at the
details of this type of tradeoff can be found in Ref. 313 and a
commercial example of this tradeoff can be seen in Ref. 275.

While all commercial SPADs operate in Geiger-mode,
there are efforts to develop linear-mode operation for pho-
ton counting. This would have the advantages of having an
output that is proportional to the number of incident photons,
yielding photon-number resolution, lower afterpulsing due to
lower current flow and less trap filling, and reduced dead time.
The smaller current pulses generated in the linear mode re-
quire long measurement times to reduce the readout noise and
thus in one recent demonstration a 56% detection efficiency
and 0.0008 /s dark-count rate was achieved, but at a 10 kHz
maximum repetition rate.277 While these linear devices can in
principle provide photon-number resolution, the noise on the
gain and the smaller signals involved can broaden the output
current pulse amplitudes so much that pulses due to differ-
ent numbers of incident photons cannot be resolved. We are
unaware of any demonstrated number resolution of these de-
vices.

Having just described PMT and SPAD detectors, we note
that there is a detector that is essentially a hybrid between the
two. It consists of a photocathode and electron impact multi-
plication stage in vacuum providing gain ≈103 followed by an
avalanche diode multiplication region for a total gain above
104. This arrangement allows for a photocathode optimized
for a particularly difficult wavelength for photon counting de-
tectors, 1060 nm, with efficiency of 30% and a low dark-count
rate of 30 000 counts/s.281, 282

3. Quantum-dot field-effect transistor-based detector

A quantum dot in conjunction with a field-effect
transistor (FET) has been reported to offer single-photon
sensitivity in the near IR. This detector design, sometimes
referred to as a QDOGFET,265, 307, 308 consists of an opti-
cal absorber with a thin layer of quantum dots between
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Want Reality

For commercial devices can get efficiency of ~70% with a jitter of ~400 ps 
or efficiency of ~30% with a jitter of 50 ps (at 700 nm).



Dark Counts: counts a detector registers when no light 
from our source is incident on it.
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FIG. 6. (Color online) A photomultiplier, the first detector able to sense a sin-
gle optical photon, is shown schematically with a transmissive photocathode
and just 3 dynodes. The photocathode may be designed to have the photo-
electrons emitted from its front or back surface and typically 10 dynodes are
used.

include their reliance on vacuum tube technology which lim-
its their lifetime, reliability, and scalability.

2. Single-photon avalanche photodiode

The SPAD (Fig. 7) uses a similar process to the PMT,
but the initial photon absorption creates an electron-hole pair
and the charge multiplication is continuous, with a voltage ap-
plied across a semiconductor lattice rather than between dis-
crete dynodes suspended in vacuum. SPADs are typically run
in what is referred to as “Geiger-mode,” where a bias voltage
greater than the diode’s breakdown voltage is applied. Thus
when a charge is generated by an incoming photon, the charge
multiplication (or avalanche) proceeds until it saturates at a
current typically limited by an external circuit, and that cur-
rent is self-sustaining. The saturated avalanche current must
be terminated by lowering the bias voltage below the break-
down voltage before the SPAD can respond to a subsequent
incoming optical pulse. This saturation means that gain in
Geiger mode is not a useful concept. Geiger-mode SPADs can
have detection efficiencies higher than PMTs, up to 85% (for
Si SPADs in the visible), although SPAD dark-count rates and
timing jitter are somewhat higher than the best PMTs and for
IR SPADs, efficiencies are in the 10% to 20% range with dark-
count rates much higher than PMTs.247, 250 To reduce dark-
count rates, SPADs are typically cooled with thermoelectric
coolers to temperatures of 210 K to 250 K.

In addition, the SPAD gain medium typically has trap
sites that must be allowed time to depopulate after an

FIG. 7. (Color) A single-photon avalanche photodiode is shown with distinct
regions for the photo-absorption and carrier multiplication processes. The
voltage is applied to accelerate the electrons toward the multiplication region.
A front-illuminated geometry with an antireflection (AR) coating to improve
efficiency is illustrated, but back-illuminated designs are also used.

avalanche has occurred and before the bias voltage can be
restored. If those sites are not allowed to depopulate, a sec-
ond avalanche can be initiated by carriers released from traps
rather than from a new photon. This “afterpulsing” effect ne-
cessitates additional waiting time after a pulse before rebias-
ing the device. As a result, SPAD dead times can range from
tens of nanoseconds to 10 µs. This is a particular problem for
SPADs designed for IR sensitivity.

There are a number of schemes focused on these issues to
reduce dead time or its effect,285 to reduce afterpulsing (e.g.,
by detection multiplexing to maximize the time recovery be-
tween firings of a single detector285 and by self-differencing
of adjacent pulses to reduce avalanche currents and out-
put transients relative to the avalanche signal of interest249),
to improve IR performance, and to realize some photon-
number-resolution capability. Efforts toward photon-number-
resolution are discussed in Sec. III C. Some design techniques
can result in very low time-jitter detectors. These usually in-
volve thinner absorption regions so there can be a tradeoff
between detection efficiency and timing jitter, although there
is an effort to regain some efficiency by using cavity enhance-
ment around the thinner absorber.278 An in-depth look at the
details of this type of tradeoff can be found in Ref. 313 and a
commercial example of this tradeoff can be seen in Ref. 275.

While all commercial SPADs operate in Geiger-mode,
there are efforts to develop linear-mode operation for pho-
ton counting. This would have the advantages of having an
output that is proportional to the number of incident photons,
yielding photon-number resolution, lower afterpulsing due to
lower current flow and less trap filling, and reduced dead time.
The smaller current pulses generated in the linear mode re-
quire long measurement times to reduce the readout noise and
thus in one recent demonstration a 56% detection efficiency
and 0.0008 /s dark-count rate was achieved, but at a 10 kHz
maximum repetition rate.277 While these linear devices can in
principle provide photon-number resolution, the noise on the
gain and the smaller signals involved can broaden the output
current pulse amplitudes so much that pulses due to differ-
ent numbers of incident photons cannot be resolved. We are
unaware of any demonstrated number resolution of these de-
vices.

Having just described PMT and SPAD detectors, we note
that there is a detector that is essentially a hybrid between the
two. It consists of a photocathode and electron impact multi-
plication stage in vacuum providing gain ≈103 followed by an
avalanche diode multiplication region for a total gain above
104. This arrangement allows for a photocathode optimized
for a particularly difficult wavelength for photon counting de-
tectors, 1060 nm, with efficiency of 30% and a low dark-count
rate of 30 000 counts/s.281, 282

3. Quantum-dot field-effect transistor-based detector

A quantum dot in conjunction with a field-effect
transistor (FET) has been reported to offer single-photon
sensitivity in the near IR. This detector design, sometimes
referred to as a QDOGFET,265, 307, 308 consists of an opti-
cal absorber with a thin layer of quantum dots between
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1) Stray light

2) Thermal fluctuations creating spurious e-h pairs 
that trigger the device
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After Pulsing: correlated false counts that happen some 
time after the initial detection event.

Eisaman et al., Rev. Sci. Instrum. 82, 071101 (2011); 
doi: 10.1063/1.3610677
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Recovery time: how long it takes before a detector is ready to 
detect the next photon.
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additional incident photons. During the dead time, the detection efficiency is zero, as illustrated 
in Figure 18. The dead time may be caused by intrinsic processes in the photosensitive system or 
it may be induced by external control systems in order to produce a particular performance 
characteristic. 

The reset time, treset, is the time over which the detection efficiency increases from zero to its 
initial value. If the detection efficiency approaches this initial value very slowly, it may be 
necessary to specify treset as the elapsed time after which detection efficiency changes by less 
than some small percentage of its value. 

The total time required for the detection efficiency to recover to its steady-state value after 
detection of one photon is the recovery time, 𝑡 = 𝑡 + 𝑡 . In detectors or systems 
with a very short reset time, 𝑡 ≃ 𝑡 , and the terms can be used interchangeably. 

The operation of the detector during its reset requires some special consideration. The fact 
that the detection efficiency is in transition during its reset can strongly affect measurements at 
high count rates. In addition, the reset action in some types of detectors (notably SPADs) can 
affect the ability of the electronics to sense a detection event that may have occurred during the 
reset. This is the origin of the so-called twilight time in some actively-quenched SPAD detectors, 
which will be discussed in Chapter 8. 

  

Figure 18. Example of detection efficiency (DE) plotted as a function of time. If DE drops to zero after a photon is 
detected, then the dead time, tdead, is the elapsed time until DE is non-zero again. The reset time, treset, is the time 

required for DE to recover to its initial value, SDE. The recovery time, trecovery, is the sum of tdead and treset. 

2.3.7 Dark count rate  
The dark count rate, Rdark, is the average number of counts registered by a detector per second 

when all input light to the detector is blocked. 

2.3.8 Background count rate 
In situations where not all background photons can be adequately blocked from reaching a 

detector, the background count rate, Rbackgound, is sometimes quoted. While Rbackgound is not an 
intrinsic property of a detector, some detectors are more susceptible to it than others, especially 
those that are sensitive to mid- or far-infrared photons that are present in room-temperature 
blackbody radiation. 

2.3.9 Afterpulse probability 
The afterpulse probability, Pafterpulse, is the excess probability for a detector to output an 

additional dark count due to a preceding detection event. The time interval over which the dark 
count probability is elevated should also be specified. Because Pafterpulse can depend on the 
overall count rate, a zero count rate limit should be distinguished from the afterpulse probability 

tdead treset

DE

t

Detection
Efficiency Photon detected

trecovery

Quenching: reduce the voltage bias so that trapped charges 
cannot trigger another avalanche.

SPAD Tradeoff: Lower operating temperatures leads to lower 
dark counts (good), but increases the probability of after 
pulsing (bad)
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OUTPUT CONNECTOR 
The digital OUTPUT pulse (BNC connector, TTL levels, >2.0v) should be terminated into a 50 ohm load 
to avoid distortion and ringing. A 1.0 volt triggering level is recommended on counters and oscilloscopes 
to avoid triggering on noise. Note that TTL stands for Transistor Transistor Logic. 
 
GATE CONNECTOR 
The GATE input (BNC connector) impedance is 50 ohms and internally connected to the +5 volt supply 
through a pull-up resistor (standard module versions). It can be driven by standard TTL level signals.  
 
POWER CONNECTOR 
The +5volt power connector is a standard barrel connector (2.5mm I.D., 5.5mm O.D.) with an 18 AWG 
cable. The center stripe corresponds to the center of the barrel and connects to the positive terminal of 
the 5 volt supply. Reversal of the wires may damage the module. 
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Figure 3. 
Typical Pd Scan 

Figure 2. 
Electrical Connections 

Figure 4. 
Typical Photon 
Detection Efficiency 
(Pd) vs. Wavelength 
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Single photon detection probability versus wavelength. 
(10% level at 1550nm in red, 25% level at 1550nm in dark). 
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Parameter Min Typical Max Units
Wavelength range 900 1700 nm
Optical fiber type SMF or MMF
Single-photon detection probability (SPDE) 10,15, 20, 25, user-defined                %
Timing jitter at 10% SPDE 600 ps
Timing jitter at 25% SPDE 300 ps
Maximum external trigger frequency 8 MHz
Max trigger frequency (afterpulse probability <1%) 100 kHz
Gate duration 2.5, 5, 20, 50, 100, user-defined ns
Adjustable delay range 25 ns
Adjustable delay step 0.1 ns

Adjustable deadtime 0, 1, 2, 5, 10, 20, 40, 60, 80, 100 µs
Internal trigger generator 1, 10, 100, 1000 kHz
Trigger and aux counter inputs NIM, TTL, Var
Clock and Gate outputs NIM
Detection output NIM (10ns width), TTL (100ns width)
Operating temperature +10 +30 °C
Dimensions LxWXH 300x250x150 mm
Weight 4000 g
Optical connector FC/PC
Electronic connectors BNC
Power supply 110 230 VAC
Cooling time 5 min

SP E CIFIC ATIO NS

Noise /ns of gate
at SPDE=10%

Dark Noise
Grade

single mode

multimode

Noise /ns of gate
at SPDE=25%

standard -4< 2.0 x 10 -4< 8.0 x 10id201-MMF-STD

standard -4< 1.0 x 10 -4< 4.0 x 10id201-SMF-STD
ultra-low noise -6< 8.0 x 10 -5< 6.0 x 10id201-SMF-ULN

ultra-low noise -5< 1.5 x 10 -4< 1.2 x 10id201-MMF-ULN

Fiber Type

Dark count rate : IDQ´s modules are available in two grades: Standard and Ultra-Low 
Noise, depending on dark count rate specifications. The id201-CUSTOM is a special 
application-oriented module.   

3

1

2

3

1

5
4

4

2
1

2

id201-CUSTOM If the STD and ULN grades do not fit your application, please contact us  to discuss your 
needs. We'll do our best to design an application-oriented module.
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Trigger signal

Detection output

Gate signal

Dead time Dead time

Oscilloscope acquisition showing the dead time introduced on 
the gate signal.
Setting: 1MHz trigger signal, 20ns gate width, 2µs dead time.

TTL output signal

NIM output signal

5

Oscilloscope acquisition showing the NIM and TTL outputs.

Oscilloscope acquisition showing NIM trigger and gate signals. 
The gate signal without delay is shown in green; the gate signal
with a 25ns delay is shown in red.
Setting: 1MHz trigger signal, 5ns gate width, no / 25ns delay.
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Timing resolution measured at SPDE=10% (in red) 
and SPDE=25% (in black). 

1 Calibrated at the reference wavelength of 1.55 µm.

Delay: bypass, gate: 2.5ns and 5ns.

Calibrated at the 2.5ns gate, 100kHz trigger frequency and no dead time.
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New: No Gating required
Yan et al., Rev. Sci. Instrum. 83, 073105 (2012) 
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Superconducting Nanowire Detectors
071101-12 Eisaman et al. Rev. Sci. Instrum. 82, 071101 (2011)

the gate electrode and conduction channel in an FET. The
photo-generated charges move to the quantum dots where
they are trapped. Those trapped charges shield the gate poten-
tial and thus modify the channel conductance of the FET. In
one implementation, the trapped carriers are holes that reduce
the negative field of the quantum dots allowing the conductiv-
ity to increase.175 Thus current can flow unimpeded until the
photon-generated carrier is removed or recombines, yielding
an observable single-photon signal. We also note a detector
that operates on the same scheme as the QDOGFET but in-
stead uses native traps, rather than quantum dots, to store the
photo-generated charges.314

Another quantum dot-based approach uses the photo-
generated carriers to enhance resonant tunneling through a
double barrier. By adjusting the field so that the well between
the two barriers matches the energy of the band on the other
side of one of the barriers, the tunneling rate increases dramat-
ically and in proportion to the number of incident photons. In
this scheme the photo-generated holes trapped by the quan-
tum dots provide the field necessary to shift that intermediate
band into resonance.306 We note a detector that works on a
similar principle but because it operates in the far IR it is be-
yond the scope of this review.252

4. Superconducting nanowire single-photon detector

This fast (timing jitter <50 ps) single-photon detector re-
lies on a narrow superconducting wire that is biased with a
current at a level just below the critical current density, above
which the wire must revert to normal resistance253, 315–317

(Fig. 8). In this state, when an incoming photon is absorbed,
its energy causes a small spot of the wire to go normal. This
in turn causes the current to flow around the normal resistance
region and as a result the current density is increased in those
adjacent regions. Those adjacent regions now exceed the crit-
ical current density and a normal resistance region is formed
all the way across the width of the wire. This small normal
region of the superconducting wire yields a voltage spike that
indicates the detection of a single photon. Because this de-
tection mechanism requires a very narrow wire (≈100 nm), a
meandering surface-filling arrangement of the wire is used to
create a practical sensitive area. In addition, devices fabricated
with a mirror on top of the nanowire meander made of NbN,
thus forming an optical cavity have achieved detection effi-
ciencies in the neighborhood of 25%.318, 319 In these devices
the light first passes through the NbN substrate subject to re-
flective losses. Subsequent devices have achieved efficiencies
(not including light missing the detector active area) of 57%
and 67% at 1550 nm and 1064 nm respectively,253 by adding
an antireflection coating to the input side of the cavity device.
These detectors do not suffer afterpulsing, although they can
latch320 into a mode where they stay in the normal state due to
self-heating of the normal region and have to be actively reset
by reducing the current flow. Because these detectors require
superconductivity, their operating temperatures are typically
in the range of 4 K or less.

While the arrangement just described cannot discrimi-
nate between one or more incident photons, as we shall see in

FIG. 8. (Color online) A section of a superconducting nanowire single-
photon detector is shown with a bias current just below the critical current
density that would drive the wire normal. (a) An incoming photon creates a
small normal region within the nanowire. (b) The superconducting current
is expelled from the normal region, increasing the current density in the ad-
jacent areas of the nanowire. (c) That increase in current density is enough
to drive those adjacent regions normal, which in turn results in a measurable
voltage drop across the detector.

Sec. III C 3 there are efforts to provide this detector with some
photon-number-resolving capability.262, 319

5. Up-conversion single-photon detector

Up-conversion of a photon from the infrared, where de-
tector characteristics are typically poor, to the visible spec-
tral region, where detector performance is better, has been
demonstrated by a number of research groups321 and has been
commercialized.272, 322 The scheme uses sum-frequency gen-
eration in a nonlinear crystal, where a strong pump beam
mixes with the IR single photon of interest to create a sin-
gle photon at the sum frequency in the visible. Both visible
SPADs and PMTs have been used for the detection of the up-
converted photon. The key drivers for these efforts are bet-
ter detection efficiency at low dark-count rates, and higher
count rates with better pulse-pair resolution. The overall ef-
ficiency of this approach is the product of the optical con-
version efficiency, the optical losses throughout the system,
and the visible detector efficiency. The up-conversion step
has been demonstrated with near unit efficiency,293 with the
other factors limiting the overall efficiency to 56% to 59%
to date.254, 293, 321, 323 Background count rates are also of con-
cern as the up-conversion process can produce a significant
number of unwanted photons. To address this, having the up-
conversion pump photon at an energy lower than the IR pho-
ton to be up-converted rather than the other way around, may
prove advantageous in some applications.294 This avoids hav-
ing the pump beam create Raman photons at the wavelength
of interest that are then up-converted as if they were incident
IR photons.

C. Photon-number-resolving detectors

Developing photon-number-resolving (PNR) detectors is
important for many applications in quantum-information sci-
ence, such as quantum computation using linear optics324

and quantum communication.15 Section IV describes how
photon-number resolution impacts quantum communication
protocols.
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was lower than the design value of the absorption of the SNSPDs (> 99%), which we attribute to several 

possible causes: (1) our imperfect knowledge of the refractive index of the materials used in the optical 

stack; (2) fabrication imperfections; (3) coupling losses; and (4) the non-unity internal detection 

efficiency of the SNSPDs (the probability that the absorption of one photon in a nanowire results in a 

response pulse). 

 

Figure 1. Bias-current dependence of the system detection efficiency (SDE), the system dark count rate (SDCR), and 

the device dark count rate (DDCR). a. SDE vs bias current (IB) for two different polarizations of the light at Ȝ = 1550 nm 

and T = 120 mK. The SNSPD employed was based on 4.5-nm-thick, 120-nm-wide nanowires with 200-nm pitch. The 

SNSPD covered a square area of 15 ȝP × 15 ȝP��7KH�GDVKHG�OLQHV�LQGLFDWH�WKH�Ico and the ISW of the device. b. SDCR and 

DDCR vs IB for the same device of Figure a. The SDEmax, SDEmin and SDCR curves were obtained by averaging 6 subsequent 

Marsili et al.,Nature Photonics 7, 210–214 (2013)

Jitter <50 ps. Efficiency up to 93%. Fast recovery times. Broadband operation. 
Downside: efficiency depends on polarization.
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Table of properties

Detector Type Efficiency Dark Counts/s Jitter
Max Count 
Rate (10^6)

Surface Area
Operating 

Temperature

PMT 40% @ 500 nm 100 ~300 ps 10 ~cm^2 300 K

Si APD 70% @ 700nm 25 ~400 ps 10 ~100 um^2 250 K

TES 98% ~0 100 ns
(<10 ns) 0.1 ~40 um^2 0.1 K

Nanowires 93% @ 1550nm ~100 30-50 ps 1000 ~25 um ^2 1-3 K

Eisaman et al., Rev. Sci. Instrum. 82, 071101 (2011); 
doi: 10.1063/1.3610677
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Attack Vectors / Side Channels

Photon properties: 

a. Wavelength
b. Polarization
c. Spatial mode
d. Photon statistics

Detector properties:

a. Efficiency
b. Jitter
c. Recovery time
d. Dark counts
e. After pulsing 
f. Packaging / read out electronics
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Blinding Attacks

V. Makarov, New J. Phys. 11 065003 (2009)

http://www.vad1.com/publications/ 
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Figure 2. Detector model 1: (a) equivalent circuit diagram, (b) current through
the APD and voltage at the APD during an avalanche and subsequent recharge.

of model 3. The shapes of the saturation curves are similar for all the tested detector models.
This suggests that the saturation and blinding is generic to the passively quenched detector
design. For the rest of this paper (except section 4.2), characteristics of model 1 are given in all
examples, while models 2 and 3 are implied to exhibit the same behavior with different values
of parameters.

To explain the blinding behavior, let us consider the circuit diagram of the detector
model 1 (figure 2). The Si APD (PerkinElmer C30902S) is biased 6–10 V above its breakdown
voltage from a high-voltage source via a 360 k� resistor. The circuit works thanks to the
presence of two stray capacitances of the order of 1 pF each, shown in the circuit diagram. When
there is no current flowing through the APD, both capacitances are charged to the bias voltage.
During an avalanche, they quickly discharge through the APD, producing a short current pulse.
The discharge current of the leftmost capacitance is converted into voltage at a 100 � resistor,
and this voltage is sensed by a fast ECL comparator (MC100EL16). The short output pulse
of the comparator is widened to about 10 µs by a non-retriggerable monostable multivibrator.
The current pulse produced during the avalanche is of the order of 1 ns wide. When the voltage
at the APD drops sufficiently close to the breakdown voltage, the avalanche quenches. The
capacitances are subsequently slowly recharged through the bias resistor, with a recharge time
constant of the order of 1 µs.

Until the capacitances recharge to a certain threshold voltage, which in our detector sample
takes about 1 µs, the detector has no single photon sensitivity. (After 1 µs, it increases its
quantum efficiency gradually as the voltage continues to rise.) However, a photon coming during
the first microsecond may still cause an avalanche with a smaller peak current, not reaching the
comparator threshold [16]. Such small avalanches reset the voltage and can keep the detector
blinded indefinitely if they occur often enough. This is the primary blinding mechanism in
the passively quenched detectors. Additionally, heating of the APD chip can contribute to the
blinding. At 10 pW input optical power, the average electrical power dissipated in the APD
is measured to be 5.7 mW. PerkinElmer C30902S APD is reported to have a high thermal
resistance between the chip and the package [19]. The measured electrical power may raise
the chip temperature by several degrees. This rise in temperature would increase the breakdown
voltage by several volts, which could be a contributing factor to the blinding.

New Journal of Physics 11 (2009) 065003 (http://www.njp.org/)
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It is impossible to make 
anything hackerproof because 
hackers are so ingenious.

Moral: we have some work to do.




