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FIG. 1. The non-Gaussian operation in the ESIM-based EB
CVQKD. Alice detects one half of EPR state using heterodyne
detection while Bob uses homodyne detection to measure an-
other half.

A suitable photon-subtraction operation can be
exploited to improve the maximal transmission of
continuous-variable quantum key distribution (CVQKD)
in point-to-point quantum communication [1, 2]. Unfor-
tunately, photon-subtraction operation faces up to solv-
ing the improvement transmission problem of the prac-
tical quantum networks, where the entangled source lo-
cates in the third part who may be controlled by the
malicious eavesdropper instead of in one of the trusted
parts, Alice or Bob [3].

In this paper, we show that a solution can come from
usage of a non-Gaussian operation, in particular, the
photon subtraction operation, which provides a method
to enhance the performance of entanglement-based (EB)
CVQKD. Photon-subtraction not only can lengthen the
maximal transmission distance by increasing the signal-
to-noise rate, but also can be easily implemented under
existing technologies. As shown in Fig. (1), a source of
the two-mode squeezed vacuum state [Einstein-Podolsky-
Rosen (EPR) state] is used to create a secure key. Usu-
ally, it can be generated by the sender, Alice, or by

a third party, say, Charlie, whose security is trustwor-
thy. However, from an eavesdropping point of view, it is
necessary to assume that Eve could have controlled the
entangled source and could have prepared the arbitrary
state. Based on this assumption, we introduce the pho-
ton subtraction operation to enhance the performance of

FIG. 2. The secret key rates of the ESIM-based CVQKD as
a function of channel loss.

entangled-source-in-middle (ESIM)-based CVQKD.
Fig. (2) shows the one of the best performance of

our proposed scheme, which can well increase the secure
transmission distance in both direct and reverse reconcil-
iation of the EB-CVQKD scheme, even if the entangled
source originates from an untrusted part. Moreover, it
can defend the inner source attack, which is a specific at-
tack by an untrusted entangled source in the framework
of ESIM.

Detailed research can be found in [4].
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